This Supplement documentation is provided enabling SSL for directory link configuration or LDAP Authentication configuration.
Steps below are for Directory Link (LDAP). See page 4 for instruction to set up LDAP Authentication 
Setting up and enabling SSL for directory link(LDAP client)
If your LDAP server uses a self signed SSL certificate, these steps are necessary for PassagePoint’s LDAP client to trust the server. This step may not be necessary if you have a trusted commercial CACERTs  (verisign, thawte, etc).

Precondition:
Turn passagepoint client off. Make sure no user is logged in to PassagePoint.

You need to import the certificate by doing the followings:

1. Go to \PPGlobal\config directory. There should be a file called installCert.cmd. (if you have Edu version change \PPGlobal to \PPEDU directory)
2. Invoke this file with first parameter as the LDAP server host name or address and then secod parameter as the SSL port. See below for example.

\>installCert LDAPHostName:PortNumber

[image: image1.jpg]PPGlohal\Config>installcert swlday
Loading KeyStore Uf\PFGLohalljavaslibNsecurity\cacerts...
Opening connection to swlda

Starting SSL handshake. . -

javax.net.ss1.SSLHandshakeException: sun.security.validator.ValidatorException: PKIX path huilding failed: sun.security.
provider.certpath-SunCertPathBuilderException: unable to £ind valid certification path to requested target

at con.sun.net.ssl.internal.ssl.Alerts.getSSLException(Alerts. java:i?4)

at com.sun.net.ssl.internal.ssl.SSLSocketInpl.fatal¢SSLSocketinpl.java:1611>

at con.sun.net.ssl.internal.ssl.Handshaker.fatalSECHandshakes. java?187>

at com.sun.net.ssl.internal.ssl.Handshaker.fatalSECHandshaker.

at con.sun.net.ssl.internal.ssl.ClientHandshaker.serverCertif icate(ClientHandshaker.java:1835>

at con’sunlnet ss1linternalss1.ClientHandshaker processMessage(ClientHandshaker. java:124>

at con’sun net ss1linternalss1 Handshaker.processLoopcHandshaker. java:5163

at con sunlnet ss1linternalss1 Handshaker process record(Handshaker. java:454)

at con sun net ss1linternal)ss1 SSLSocketInpl.readRecord(SSiSocketInpl. java:834)

at con’sunlnetlss1linternallss1 8SLSocketInpl perforninitiallandshake (§5LSocketinp]. java:1112)

at con’sun net ss1linternallss1 $SLSocketInpl startHandshake(SSLSocketInp]. java;

at con sun net ssl:internal sl SSLSocketInpl.startHandshake(SSLSocketInpl java:1123>

at slate.server.util.InstaliCert.nainCInstallCort. javaz89>
Caused hy: sun.security.validator.ValidatorException: PKIX path building faile
athBuilderException: unable to find valid certification path to requested target

at sun.security.validator.PKIXUalidator.doBuild(PKIXUalidator. java:285>

at sunlsecurity validator PKIXUalidator engineUalidate (PKIX¥Uaiidator. java:191)

at sun.security.validator.Validator.validate<Ualidator. java:218)

at conlsun.net.ssl.internal.ssl.¥589TrustManagerinp].validate (X689TrustManagerinpl. java:126

at conisuninet sslinternaliss1 X809 Trustanager InpL checkSorverTrustod(XS0Y Trus tHanagor npl.. java:209>

at slate.server.util.InstaliCert§SavingTrustManager.checkServerTrustod<InstallCert . javaz1i84)

at cgn-sin net 351 incernal.ssl.Clientilandshaker- sefverCortif icave (Clientliandshaker - java: 027>
sun-security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to reques

sun.security.provider.certpath.SunCertP

Caused by
ted target
at sun.security.provider.certpath.SunCertPathBuilder.engineBuild(SunCertPathBuilder. java:174>
at java.security.cert.CertPathBuilder.build(CertPathBuilder. java
at sun-docuricy.validicor PRIKUalidacor. doBui lA<PIMValidabor - javai28e>

Server sent 1 certificatecs

wldap. sj.stopuare .con
dap, DCZ5j. DC=stopuare, DC=com

shal 73 3a 6c b5 2b 9 £7 dd 3d 59 Oc 68 ce 81 ac a5 16 98 e 42
nd5 7a 6b 2c ad o8 12 1a 3c 8a 40 fo 8f 24 ic b8 o5

Enter certificate to add to trusted keystore or g’ to quit: [11
t





3. Ignore the java exception. You will get a prompt “Enter certificate to add to trusted keystore…”, you select the certificate you want  to import. This will create a file called jssecacerts in the current directory

[image: image2.jpg][71: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistrihutionPoint
[URIName: lda dap, CN=su1ldap, CH=CDP, CN=Pub1icx28Ke y28Services . CN=Services , CN=Conf iguration,DC=sj, DC=stopuar
. DC=con?certificateRevocationiist?hase?objectClass -cRLDistributionPoint, URIName: httpi//swldap.sj.stopuare.con/CortEnr
o11/1dap.cr11

[81: Objectld: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_Enciphernent

[91: Objectld: 1.3.6.1.4.1.311.20.2 Criticality=false
Extension unknown: DER encoded OCIET string =

04 22 1E 20 08 44 00 6F 08 6D 60 61 08 69 00 6E
00 43 B0 6F 08 GE 60 74 08 72 80 6F 0B 6C 00 6C
08 65 80 72

Algorithn: [SHALuithRSA1

Signature:

93 A8 02 16 SE 16 27 92 28 27 EF 75 AA BB

84 7C 15 1E 96 9C 7 58 79 A8 76 D7 7C BO
OF B? 62 41 E6 08 88 65 8A BD 6B 64 72 E9
40 03 DE 93 DD 18 2D C1 2F CB A8 AC 5A 33
©5 78 C4 EE 94 DA CB A2 D2 83 EB 99 22 B
4F 59 3B 20 27 FC C3 4A DE 04 E@ C1 1D D9
F9 08 C6 D5 ES 78 37 @3 8E 37 33 1iE 83 BE
79 9E D6 28 7L F&  AC C7 B4 01 BF 74 C2 CC
19 48 53 33 4E 16 DE AC 15 43 BC E2 4E 07
4B E5 78 1A 8F 84 1D SE 9C ED 2B BC 84 D5
27 OB DE 4D 2E F1  3F 25 03 EB 51 DS 94 OB
87 63 63 @6 SE 74  GF 62 18 A6 A4 59 DD AD
Ei 9B 5F 68 C6 52 47 E3 66 A3 60 57 53 47
EC 22 87 AB D8 GE 17 27 F5 87 BO B? 64 12
2E 5 FE 69 73 74 EA CD CA 95 @D 6E D5 57
9E E3 AF @2 B4 93 2E B? 18 OC F9 EA 7C 57

Added certificate to keystore ’jssecacerts’ using alias ’swldap-i

- ¥
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4. Overwrite cacerts file in c:\ppglobal\java\lib\security by copying and paste the jssecacerts file and rename it to cacerts.
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5. Restart PassagePoint service.
Setting up and enabling SSL for LDAP Authentication

If you already set up directory link skip to step 4
Precondition:
Turn passagepoint client off. Make sure no user is logged in to PassagePoint.

You need to import the certificate by doing the followings:

1. Go to \PPGlobal\config directory. There should be a file called installCert.cmd. (if you have Edu version change \PPGlobal to \PPEDU directory)

2. Invoke this file with first parameter as the LDAP server host name or address and then secod parameter as the SSL port. See below for example.

\>installCert LDAPHostName:PortNumber

[image: image5.jpg]PPGlohal\Config>installcert swlday
Loading KeyStore Uf\PFGLohalljavaslibNsecurity\cacerts...
Opening connection to swlda

Starting SSL handshake. . -

javax.net.ss1.SSLHandshakeException: sun.security.validator.ValidatorException: PKIX path huilding failed: sun.security.
provider.certpath-SunCertPathBuilderException: unable to £ind valid certification path to requested target

at con.sun.net.ssl.internal.ssl.Alerts.getSSLException(Alerts. java:i?4)

at com.sun.net.ssl.internal.ssl.SSLSocketInpl.fatal¢SSLSocketinpl.java:1611>

at con.sun.net.ssl.internal.ssl.Handshaker.fatalSECHandshakes. java?187>

at com.sun.net.ssl.internal.ssl.Handshaker.fatalSECHandshaker.

at con.sun.net.ssl.internal.ssl.ClientHandshaker.serverCertif icate(ClientHandshaker.java:1835>

at con’sunlnet ss1linternalss1.ClientHandshaker processMessage(ClientHandshaker. java:124>

at con’sun net ss1linternalss1 Handshaker.processLoopcHandshaker. java:5163

at con sunlnet ss1linternalss1 Handshaker process record(Handshaker. java:454)

at con sun net ss1linternal)ss1 SSLSocketInpl.readRecord(SSiSocketInpl. java:834)

at con’sunlnetlss1linternallss1 8SLSocketInpl perforninitiallandshake (§5LSocketinp]. java:1112)

at con’sun net ss1linternallss1 $SLSocketInpl startHandshake(SSLSocketInp]. java;

at con sun net ssl:internal sl SSLSocketInpl.startHandshake(SSLSocketInpl java:1123>

at slate.server.util.InstaliCert.nainCInstallCort. javaz89>
Caused hy: sun.security.validator.ValidatorException: PKIX path building faile
athBuilderException: unable to find valid certification path to requested target

at sun.security.validator.PKIXUalidator.doBuild(PKIXUalidator. java:285>

at sunlsecurity validator PKIXUalidator engineUalidate (PKIX¥Uaiidator. java:191)

at sun.security.validator.Validator.validate<Ualidator. java:218)

at conlsun.net.ssl.internal.ssl.¥589TrustManagerinp].validate (X689TrustManagerinpl. java:126
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at cgn-sin net 351 incernal.ssl.Clientilandshaker- sefverCortif icave (Clientliandshaker - java: 027>
sun-security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to reques
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Caused by
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at sun.security.provider.certpath.SunCertPathBuilder.engineBuild(SunCertPathBuilder. java:174>
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3. Ignore the java exception. You will get a prompt “Enter certificate to add to trusted keystore…”, you select the certificate you want  to import. This will create a file called jssecacerts in the current directory
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Added certificate to keystore ’jssecacerts’ using alias ’swldap-i
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4. Overwrite cacerts file in C:\PPGlobal\Client\security by copying and paste the jssecacerts file and rename it to cacerts.

5. Restart PassagePoint service.
